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About Us -

Mindbridge Consulting — Making Regulations Work for You

At Mindbridge, we do compliance a little differently.

We're here to empower gambling and gaming businesses with the tools to make audits and
certification not just achievable—but seamless.

In today's industry, certification isn't just a nice-to-have. It's essential. Whether you're pro-
tecting customer data, aiming to win enterprise partnerships, or preparing for audit scrutiny,
regulatory readiness is now a competitive advantage.

But that doesn’t mean it has to be difficult.

It can be simple. It can be strategic. And it starts here.

The first step is always the hardest, so well done for taking it.

This checklist lays out the core certifications and frameworks that apply across the gam-
bling industry, from ISO 27001 and PCI DSS to cybersecurity resilience and data governance
standards.

Once you've filled it out, we'll help map out your next steps. Defining the controls, building
the evidence, and, where possible, automating the process so that compliance becomes
second nature.

No jargon. No endless paperwork. Just smart, focused progress.

Paavan Revoor, Founder

MindBridge Consulting




This document focuses on compliance certifications that support your
licensing journey in the gambling industry. It does not cover the
licensing process itself.

In gambling and gaming, compliance is more than just staying out of trouble—it's about
protecting player trust, safeguarding your data, and proving your legitimacy in a heavily
scrutinized sector.

With increasing pressure from regulators, investors, and partners, certifications such as:

+1SO 27001 (Information Security),

* AML (Anti Money Laundering).

* GDPR (General Data Protection Regulation).

* PCI DSS (Payment Card Industry Data Security Standard)

* Tooling — Using modern tools and frameworks to support your compliance journey

By proactively adopting these standards, your organisation can:
& Improve operational efficiency

& Strengthen security posture

& Build trust with users and regulators

& Gain an edge in licensing and B2B partnerships

Let this checklist be your starting point. Getting certified isn't just about passing an audit.

It's about building a business that lasts.
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Fully Partially Not Not
Implemented | Implemented | Implemented | Applicable

Establish clear and comprehensive information security policies that define the

organization's approach to managing its information security risks.

All information assets are properly identified, classified, and protected based on their
value and sensitivity.

Description
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Only authorized individuals have access to sensitive information, systems, and networks.

Effectively manage changes and respond to security incidents to minimize the
impact on information security.

Identify, assess, and mitigate information security risks to reduce the likelihood of a
ISO security breach.

27001 Employees and relevant stakeholders trained on information security policies, practices,
and their roles in maintaining the security of the organization's information assets

Regular audits to verify the effectiveness of the Information Security Management
System (ISMS) and ensure it meets ISO 27001 standards, identify areas for
improvement, and ensure continued compliance.

Ensure that third-party suppliers and service providers maintain appropriate
information security controls

Information Security Manager (or similar role) appointed to manage ISMS.

Identify, assess, and mitigate the risks associated with money laundering in your
organisation.

Verification process to identify customers and assess their risk profiles. (CDD & EDD)

Automated systems to monitor customer transactions and flag suspicious activities
that may indicate money laundering.

AML

Ensure that all employees, particularly those in customer-facing roles, understand
the importance of AML compliance and know how to detect and report suspicious
activities

Designate an AML Compliance Officer who is responsible for overseeing the
implementation and maintenance of the AML program.

Set guidelines for how personal data is collected, processed, stored, and deleted.

Timely and compliant responses to data subject rights under applicable regulations
(e.g., access, rectification, erasure, portability).

Safeguard personal data through appropriate security measures, both technical

GDPR and procedural.

Confirm that third parties processing personal data comply with legal and internal
data protection requirements.

A data protection lead to manage and implement the organization's privacy strategy.

Protect systems and cardholder data by securing your network architecture.

Protect cardholder data from being intercepted or accessed without authorization
by applying encryption and secure transmission protocols.

Determine all locations where cardholder data is stored, processed, or transmitted,
PCI and implement appropriate safeguards to protect it.

DSS All personnel equiped with the knowledge to protect cardholder data and
recognize threats.

Identify risks to the card data environment and prioritise remediation
based on severity.

Monitoring and Alerting
SIEM and SOAR

Tooling

Change and Incident Management

Access Management
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Certification is not a tick-box exercise. To view it as such is to create long-term

uncertainty and risk.
Once you start looking at compliance as a way of empowering your business,

it can have a dramatic impact on your culture and operations.

Reach out today

for your full assessment and feel free to send your
completed form to us at

brook thomas@mindbridgeconsulting.com
01182 040325
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